PROMISE NOT KEPT

Report of the Health Record Banking Alliance Committee on Enhancing Health
Information Exchange — August 2, 2024

Promise not Kept: “SEC. 4006. EMPOWERING PATIENTS AND IMPROVING PATIENT
ACCESS TO THEIR ELECTRONIC HEALTH INFORMATION.”

“The Secretary shall use existing authorities to encourage partnerships between health
information exchange organizations and networks and health care providers, health plans, and
other appropriate entities with the goal of offering patients access to their electronic health
information in a single, longitudinal format that is easy to understand, secure, and may be
updated automatically.”
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Summary

The 21 Century Cures Act goal of providing a lifetime secure electronic record has not been achieved. In
the almost eight years since the Cures Act’s enactment, and the 20 years since President George W. Bush
sought to achieve the same goal “within 10 years,” few, if any, Americans have a Cures Act Record. The
current activities supported by HHS/ONC, including the Qualified Health Information Network (QHIN)
version of the Technical Exchange Framework and Common Agreement (TEFCA), are unlikely to provide
such a record.

Both doctors and patients continue to demand Cures Act records. Dr. llana Yurkiewicz, in her recent book
“Fragmented,” points out that “Fragmentation — or the insertion of gaps into a patient’s story, which
blindfolds health care workers to the whole —is the single greatest problem underlying American health
care.” The Sequoia Project’s 2023 Consumer Voices Workgroup report lists “Having all my Electronic
Health Information (EHI) in one place” as consumers’ number one priority.

The HRBA Committee on Enhancing Health Information Exchanges has been evaluating patient access to
their health records for several years. This document provides our assessment of the state of patient
access today. We recognize this is a very dynamic area and we intend update it in the future. Our
conclusions on the current state of patent access are:

e |tisinfeasible for most Americans to build a Cures Act record from the available sources.

e If a patient could build a Cures Act record, there is nowhere to keep it.

e While State and Regional Health Information Exchanges could be repositories for Cures Act
records, this potential has, in most cases, not been achieved.

e Patients have very limited control over their health records, including sharing them for research
and social services purposes.

e QHIN TEFCA has not, and is unlikely to, result in Cures Act records and repositories.

e Although CMS and ONC Cures Act implementing regulations identify Fast Healthcare
Interoperability Resources® (FHIR) as “the foundational standard to support data exchange via
secure application programming interfaces (APIls),” there has been little support for
implementing the necessary infrastructure for a working FHIR ecosystem.

e The CMS Patient Access to Health Plans API rule does not apply to most health plans, including
some under government, but not CMS, control.

e While the CMS and ONC implementing regulations provide security and privacy guidance for
FHIR APIs, there are no controls or limits on the applications that patients might authorize to
access their records.

e Regulations and laws on unauthorized release of Protected Health Information may be causing
legal intentional or unintentional “information blocking” that inhibits creating Cures Act records
for patients.

e Identity proofing of patients to the NIST IAL2 level remotely may not be a scalable or even
feasible approach for initiating patient access to Cures Act records.

These conclusions lead to our suggested recommendations for Cures Act 2.0 to finally achieve the goal of
a secure, lifetime electronic health record:
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e Expand the participants in defining the objectives for Cures Act records and repositories to
include patient advocates, researchers, and integrated social and clinical, “Whole Person
Health,” support services.

e Mandate modern spiral development approaches to the development of Cures Act records and
Cures Act record repositories.

e Fund multiple activities with the potential to provide at least some patients accessible Cures Act
records and repositories within two years of the implementation of the act.

e Identify and fund the necessary nationwide infrastructure to support standardized FHIR
implementation in coordination with HL7.

e Fund activities to support the use of Cures Act records for research purposes under patient
control.

e Fund activities to support the use of Cures Act records for Whole Person Health purposes under
patient control.

e Identify and certify applications that can interact with Cures Act records for the benefit of
patients.

e Direct TEFCA QHIN activities to support the initial implementation of Cures Act records in Cures
Act repositories.

e Remove unnecessary barriers to creating Cures Act records by removing excessive penalties for
good-faith efforts to provide patients with their records and provide guidelines for patient
matching with demographic data.

e Direct and fund the experimentation with and implementation of simplified methods of patient
identity proofing to allow patient access to and control of their Cures Act record.

Conclusions

It is infeasible for most Americans to build a Cures Act record
from the available sources

In August 2022, our committee ran an experiment to determine if a patient could build a lifetime
electronic health record from available sources. We evaluated three approaches:

e Do it yourself by downloading data directly from provider EHRs
e Using Personal Health Record (PHR) applications such as Apple Health and One Record
e Using a State Health Information Exchange Patient Portal

In 2024, we extended the earlier study to review patient access at all HIEs and attempted to use the new
TEFCA Individual Access Service.

The detailed process and results of our 2022 experiment are available at “How to Build Your Lifetime
Electronic Health Record (and Why You Will Probably Fail).” Results for one committee member were:
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Do It Yourself

App (Apple Health)

Relevant Data Found

# of Providers

Relevant Data Found

# of Providers

No

16

No

51

Partial

4

Partial

0

Undetermined

13

Undetermined

0

Yes

22

Yes

4

Total

55

Total

55

HIE (Connect Virginia)

ConnectVirginia has no
relevant data and no user
portal or FHIR API: 0%

% with Relevant Data Found 40.0% % with Relevant Data Found 7.3%
% including Partial 47.3% % including Partial 7.3%
User Access User Access

Patient Yes Patient Yes

Providers No Providers No

Public Health No Public Health No

Research No Research No

% Access 25.0% % Access 25.0%
Aggregate Score 36.1% Aggregate Score 16.1%

(.5 Relevant + .5 Access) (.5 Relevant + .5 Access)

We also attempted to obtain the information for another individual with even less success. The most
promising result was an anecdotal report by a user of the Delaware Health Information Network (DHIN)
Health Check Connect Portal, who said he was able to get all of his health data for the last 14 years.

Do It Yourself

To acquire data from each provider EHR, the patient must register at each provider portal. As part of this
process, the patient must validate their identity as required by the specific provider portal. Once
registered, the patient must determine whether the provider allows patient data to be downloaded and,
if downloads are supported, actually download the data. If the data is in Consolidated Clinical Document
Architecture (C-CDA) format, then in order to easily read the data, the patient will need to find a C-CDA
reader on the Internet to have the data translated from XML into English.

Based on the two attempts at doing it yourself (for people with a substantial health history — a 76-year-
old male with data in around 35 potential EHRs and a 75-year-old female with data in an unknown
number of EHRs in at least 3 states), the amount of effort and level of expertise required are significant
(around 30 — 40 hours to obtain the limited results in the example for the male; for the female, limited
results were available from a few providers, but it was not possible to determine the full set of providers
because of limited availability of claims data to identify the providers).

Data from providers comes in a variety of formats, including PDFs and documents in C-CDA format,
including Continuity of Care Documents (CCDs). CCDs and other C-CDA documents were the standard
machine and human readable format for electronic health records prior to the development of FHIR
resources.

The C-CDA formats were required for Meaningful Use certification of EHRs, and form the vast majority of
existing electronic health records that are currently available for exchange. However, the incentives
provided for the implementation of portals under Meaningful Use were not available to many elements
of the care system, including long-term care, post-acute care, home health, therapy, and many other
important patient care areas. As a result, these areas do not, for the most part, have patient portals at
all. So, records within these areas cannot easily be accessed at by patients who attempt to build a Do-it-
yourself Cures Act record.
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Data from individual providers may also not be available due to health organizations going out of
business, limited retention periods for patient data, and loss of data when providers change EHRs.

Personal Health Records
The Cures Act implementing regulations adopted by CMS and ONC opened a new alternative for building
an electronic health record:

e The CMS regulation required “CMS-regulated payers, specifically MA organizations, Medicaid
Fee-for-Service (FFS) programs, Medicaid managed care plans, CHIP FFS programs, CHIP

managed care entities, and QHP issuers on the FFEs” to provide a FHIR applications programing
interface (API) “that allows patients to easily access their claims and encounter information,
including cost, as well as a defined sub-set of their clinical information through third-party
applications of their choice.”

e The ONC regulation on Information Blocking required a similar capability for provider EHRs:
“The API certification criterion requires the use of the Health Level 7 (HL7®) Fast Healthcare
Interoperability Resources (FHIR®).”

Together the regulations were to make possible the development of third-party Personal Health Records
that could be used to create a life-time electronic health record. In principle, patients could use a PHR to
retrieve their health claims data, identify their providers, and then have the PHR download the data
from all their providers.

In practice, this hasn’t happened. On the health plan side, there are many health plans that fall outside
of “CMS-regulated payers.” This includes not only employer-funded health plans, which cover over 50%
of the US population, but even other government-regulated payers, including DoD, VA, and the Federal
Employee Health Benefit Plans (FEHBP). So, while the patient in the example above was able to
download claims and other information from FEHBP, he was unable to use a PHR to download the same
data and add it to his PHR health record. An additional problem is that it is very hard to determine how
to take advantage of the FHIR APIs for both providers and health plans.

APIs are identified by a “FHIR endpoint.” CAQH has established a directory for health plan FHIR
endpoints and third-party apps. However, we were informed in November 2022 that there was a $1000
annual fee to actually access this data. Unless a patient can determine whether their health plan has a
FIHR endpoint, and more importantly, which applications have access to their health plan (if any), they
can only find PHRs that have on-boarded with their health plan by trial-and-error. The on-boarding
process for PHRs to health plans is currently still very complex. A recent webcast by the CARIN Alliance,

“The State of the CMS Patient Access API,” recounts the many barriers PHRs encounter in this process.

There is also a list of providers’ FHIR endpoints called LANTERN, “created to help ONC monitor” the
endpoints. The ONC Cures Act Final Rule states that “a Certified API Developer must publish, at no
charge, the service base URLs and related organization details that can be used by patients to access

their electronic health information, by December 31, 2024.” However, the number of unique Release 4
endpoints listed as of July 13, 2024 was 19,455. Since there are around 6,000 hospitals and 339,000
physician practices in the U.S., only around 5.6% of organizations that could be expected to have an EHR
have endpoints that are easily found. This further limits the utility of PHRs to build a Cures Act record.
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As a final impediment, the PHRs must generally on-board with each endpoint individually, in addition to
on-boarding their app with the EHR vendors and health plans. This presents a major scaling problem for
the PHR vendors.

The current lack of open directories for health plan and provider FHIR endpoints and apps that can reach
the endpoints is a major impediment to the development of a FHIR ecosystem. FHIR endpoints are
technically Universal Resource Locators (URLs), just like website names. Without the FHIR endpoint URL,
there is no way to reach the associated API for a health plan or a provider EHR. Without knowing which
PHR apps have been approved to reach which endpoints, there is no easy way for a patient to find PHRs
which can access the FHIR endpoints of their specific providers. In the example above, only four out of
35 EHRs for the patient were available at that time via the FHIR-based Apple Health PHR.

Even if all a patient’s providers were accessible via a PHR, the level of effort required to obtain the data
from the providers (compared to the Do-It-Yourself approach) is not greatly reduced. This is because
registering at a PHR does not substitute for registering at each provider’s EHR portal. Once the patient
has identity proofed at the PHR, the patient must still register and sign on to each portal, within the PHR.
The identify assurance at the PHR does not currently carry over to the EHRs.

Health Information Exchanges

State and regional HIEs have the potential to solve most of the problems with the DIY and PHR
approaches to building a Cures Act record. HIEs have access to, and in many cases have actually
collected, the majority of the electronic health information for many or most of the individuals living
within their geographic area. So, an individual, or a third-party application on behalf of an individual,
could theoretically build most of a Cures Act record for most individuals in their area. Only a single
identity proofing, to the HIE, would be required to gain access.

As with the DIY and PHR approaches, reality does not match theory. While the DHIN case mentioned
earlier appears to have retrieved most of the individual’s records, that experience appears to be an
outlier. This year the committee has been reviewing the availability of patient access at HIEs and the
records retrievable with that access. While this project is still in progress, preliminary results have not
been encouraging. Of the 67 HIEs that appear to be active, only 19 indicate on their website that patient
access is available. We are aware of another 12 HIEs that are planning to add patient access, for a total of
31 HIEs that indicate they have or plan to have patient access. Most of the remaining HIE websites only
allow a patient to opt-out of data collection and offer to provide an audit report of activity associated
with the individual’s records.

We have attempted to download records from four HIEs which offer patient access. None of these efforts
has been successful to date. For two sites, the HIE uses NoMoreClipboard as an intermediary to access
the HIE. While patients within the geographic areas were successful in registering with
NoMoreClipboard, no data from the corresponding HIEs was obtained. We have not determined the
cause of the failures, and one of the two HIEs appears to be limiting or suspending its operations. For the
other two sites, the HIEs use the Cures Gateway, a product of Selfiie.

The Cures Gateway acts as an interface to HIEs for a variety of Personal Health Applications (PHAs). The
PHAs currently supported are Selfiie, Otis Health, Ciitizen, and bWell. All the apps are required to provide
remote NIST Identity Assurance Level 2 (IAL2) identity proofing, consistent with Common Agreement
guidelines. Selfiie uses CLEAR for IAL2 checking and Otis Health uses ID.me. Of the four individuals
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attempting identity proofing, two were rejected by CLEAR. They were both successful in using ID.me.
However, in the next step, actually obtaining data from the HIE, no data has been successfully returned.
In the case of two individuals at one HIE, this may be due to no data at the HIE. Unfortunately, it is very
difficult to determine if a failure to retrieve data from an HIE is due to no data being available or to issues
in the retrieval process.

Many of the problems may arise because of the differences between provider access to an HIE and
patient access. Providers, who have completed the on-boarding process at the HIE, access an HIE either
via a portal or an interface within their EHR. To access the information of a specific patient, they provide
the demographic information on the patient that is available to them. The HIE then lists the data sources
that match some or all of the demographic information and provides an estimate that the data from
each source is actually from the matching patient. HIEs generally rate a source as a high confidence
match if most of the demographics match, and there is an SSN match as well. The providers, potentially
with the participation of the patient, then can click on the sources that they believe are a true match to
the patient and receive the information from those sources. The HIE, based on the provider’s
determinations, may provide the information in the form of C-CDA documents as provided by the
original sources. The HIE may also offer a consolidated document, integrating the information in the
source documents.

Patients, on the other hand, even if they have completed a NIST IAL2 identity proofing, are only given
information based on the demographic information provided by the identity proofing agent. There
doesn’t currently appear to be a mechanism to reconcile discrepancies between the two sets of
demographic information — that at the HIE and that provided by the identity proofing agent on behalf of
the patient.

One approach to improving the matching process is to use health plan data. If an individual’s providers in
the claims and encounters health plan data match the data sources with the same demographics in the
HIE data, there can be high confidence that the data belongs to the patient.

These issues are unavoidable with demographic matching of data, since there currently are no unique
patient identifiers, and will need to be addressed in moving existing data into Cures Act records and
repositories. However, once a Cures Act record is created, and a repository for the record is chosen by
the patient, a unique identifier, suitable as a FHIR endpoint for the patient, would be the combination of
the repository ID and the patient ID within the repository. This FHIR endpoint would allow additional
data on the patient, wherever it is developed, to be added to the Cures Act record at the point and time
of care. Once Cures Act records are created, and a FHIR ecosystem is in place, they can easily be
maintained.

While patient access to an HIE is necessary for an HIE to be a Cures Act repository, it is also necessary
that the HIE have the information from all the patient’s providers. While health plan information and
other patient input can identify the patient’s providers, all the providers may not participate in the HIE. A
number of states are dealing with this problem by mandating provider participation in a state HIE, but
even with such a mandate, a patient may have had other out-of-area providers. The FHIR APls in
provider EHRs required by the Cures Act implementing regulations provide a potential solution to
obtaining the data from the out-of-area providers. HIEs could act as trusted third parties and acquire the
out-of-area information on behalf of the patient. At the same time, the patient’s Cures Act record ID
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could be shared with the out-of-area source, so that future activity associated with the patient could be
automatically added to the Cures Act record.

TEFCA Individual Access Service (IAS)

To start our review of the utility for patients of IAS we sent emails to all seven approved QHINs at their
corporate information contact points. The subject of the message was: QHIN Individual Access Service.
The message read:

We received responses from two of the seven QHINs, Commonwell and eHealth Exchange. We received
no response from the other five:

Commonwell responded with:

“Patients have a right to access their clinical data, and CommonWell supports that right through the
Patient Access Use Case. Patient records are not available directly through CommonWell, but rather
through select health IT vendors on our nationwide network. Presently, a selection of our connected
Members have options for patients to access their own CommonWell-available records directly from a
patient portal, consumer application or personal health record (PHR)! You can find more information as
well as learn which of our Members offer those services here, https://www.commonwellalliance.org/for-

the-patient .”

The referenced link contains the following guidance for patients:
“Get Connected

It’s quick, easy and free. At your participating doctor, simply ask to be enrolled in CommonWell services
and then confirm the other participating providers you see.

Some of our Service Adopters also have options for you to access your own CommonWell-available
records directly from a patient portal, consumer application or personal health record (PHR)! Click of any
of the member logos below to see how you can Get Connected!”

The listed logos are for Health Gorilla, Human APl and OneRecord. There is no mention of TEFCA IAS.

At OneRecord, after the individual has gone through their identity assurance process, one now gets the
options to pull records in from individual portals and also the option to “search partner networks.”
Choosing this option, one has to fill out a profile with demographic data including name, DOB, sex,
address, home phone and mobile phone. You are then required to “Confirm Your Identity” using
Experian’s ID authentication service, which requires supplying your SSN. Then, in theory, Experian asks
“unique security questions” to confirm your identity. However, after filling out the form with information
that hasn’t changed in 15 years, one individual received the message “Sorry, that didn’t work. We’re
having trouble authenticating your identity. Please check your details.” Alternatives at this point are to
“Try again” or “Return to Dashboard.” Requests sent to OneRecord to resolve this issue are outstanding
at the time of writing.

There was a lengthier exchange with eHealth Exchange:

eHealth Exchange:

10
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“We offer Consumer Access to Health Information sometimes called a Personal Health Record, found
under the use cases on our website here however we don’t have any participants using this currently.”

Individual:

“Thanks for the information about the Personal Health Record, but as you pointed out, it doesn't appear
to actually be an active service. eHealth Exchange was recently designated as a Qualified Health
Information Network (QHIN). One of the initially required use cases for QHINs is the Individual Access
Service. So my question is how do | get access to this required use case?”

eHealth Exchange:

“Although all organizations that are part of a QHIN are required to respond to individual access requests,
they are not required to initiate requests. eHealth Exchange does not currently have any participants
that initiate requests for individual access. Until we do, we do not have an organization that is part of
eHealth Exchange’s QHIN that we can refer you to. You might investigate a personal health record
application like OneRecord or Human APL.”

Individual:

“Actually, | have attempted to obtain my health data via OneRecord and other PHR products. As you
may know, these products require me to have previously registered on each of my provider's EHRs and
then download my data individually from each provider. This is a complex and time-consuming process.
The advantage, and | assume, the intent of the QHIN Individual Access Service, is to avoid this process by
checking my identity once using the required NIST Identity Assurance Level 2 for the Individual Access
Service. [This dialog occurred prior to reviewing the new option of “search partner networks” at
OneRecord, discussed above.]

“I' have also attempted to get my data from my state Health Information Exchange (ConnectVirginia,
which is now a part of Virginia Health Information). However, their website does not indicate that they
have any way for patients to get their data via the HIE. In addition, they state that providers should
directly connect to eHealth Exchange (see https://www.vhi.org/ConnectVirginia/Exchange.asp). So |
believe they do not currently hold any of my data. They appear to depend on eHealth Exchange for
actual data exchange. See https://ehealthexchange.org/ehealth-exchange-and-virginia-health-
information-announce-ghin-intentions/

“The following slide from the Office of the National Coordinator indicates to me that an Individual User
can "exercise their right to Individual Access Services using the services of a QHIN, a Participant, or a
Participant Member."
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“So it appears to me that the lack of eHealth Exchange participants that offer IAS does not relieve the
QHIN from providing IAS directly. In fact, the lack of participants providing IAS would seem to require
the QHIN to provide the service itself, since it is a mandatory QHIN use case for initial QHIN approval.

“In order to demonstrate the IAS capability, it would seem that eHealth Exchange would have had to
have some capability to actually retrieve an individual's records. Is there some reason that capability
cannot be used to retrieve my records, assuming | provide sufficient assurance of my identity?

“Is there an on-boarding process for a participant or participant member to use the eHealth Exchange
IAS? Could you please provide it if there is? Also, if there is an on-boarding process for IAS, has eHealth
exchange provided it to participants, such as Virginia Health Information?”

eHealth Exchange:

“Do you use a local or regional patient portal?

“As a QHIN, eHealth Exchange is not required under TEFCA to offer an individual access solution to
consumers; we are only obligated to respond to other QHINs who query with a purpose of use for
individual access. IAS is an emerging use case and while all QHINs are required to respond to IAS
gueries, we are not required to provide individual consumers the ability to initiate their own queries.
This forward-looking use case under TEFCA will take some time to gain adoption. Consumers/Individuals
can go here for more information: Benefits for Patients and Consumers - ONC TEFCA RCE
(sequoiaproject.org)”

This concluded the exchange of messages.

In addition, two individuals have attempted to use the “TEFCA IAS” service of Otis Health, an option on
the Otis Health mobile application. After completing the mobile NIST IAL2 identity assurance process,
they chose the “TEFCA IAS (BETA)” option. Both individuals received two messages back. The first said
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retrieval was in progress; the second said that the provider had rejected the individual’s identity
information:

Your record retrieval was denied
by the healthcare organization.
Your verified ID is not matching

the records in their system.
Please contact your healthcare
provider to verify your
information in their system
matches what you have entered
in OtisHealth.

One of the individuals sent a message to Otis Health asking for a resolution to the issue. A reply has not
been received as of this writing.

We also had substantive discussions with one commenter, who explained in some detail the current
status of the Individual Access Service. The bottom line was that IAS is not likely to exist in any significant
way for at least another year.

It is very difficult to judge whether even this assessment is optimistic, since the status of the QHIN
rollout cannot be determined by the available information. In order for a patient (or a third party on
behalf of a patient) to acquire all their data via IAS, their providers would need to be participants or sub-
participants in a QHIN. The “Recognized Coordinating Entity (RCE),” the Sequoia Project, is supposed to
“maintain a RCE Directory Service to support exchange of information between and among QHINs,
Participants, and Subparticipants.” However, the directory is apparently not publicly available, and we
have not found any statistics on actual numbers of participants, much less the participant organizations,
other than limited announcements from some QHINs. This contrasts sharply with the French rollout of
their parallel initiative, the patient-centered “Mon espace santé — My Health Space” project which
provides a monthly update of enrolled patients, documents deposited in the patients’ lifetime records
and access to these records by both patients and providers.

We previously requested information from both the RCE and ONC on the membership of the Common
Agreement Working Group members and were told that they wouldn’t release that information. We filed
a FOIA request on May 21, 2022 and received a response at the end of December, 2022, stating that the
information had finally been posted on the RCE website. We will again request more transparency on the
QHIN rollout from the RCE and ONC and file a FOIA request if necessary. However, due to the lack of
publicly available information, we cannot currently provide a better assessment of when the QHIN
Individual Access Service will be accessible to patients, or whether they are likely to get any useful
information when it is.
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Even if most providers end up as QHIN participants, one commenter pointed out that patients may still
not be able to obtain their information due to the limitations of finding matching data using the current
restrictive demographic matching rules in the TEFCA:

“Under current TEFCA rules, demographics matching for patient request is only required to work if there
is an exact match on CSP-validated demographics (see page 4, number 5 here) with all demographics
provided. If something is misspelled, your record is "Michael" instead of "Mike", etc. you may not get a
match.”

Our conclusion is that, at this point, QHIN TEFCA IAS is not a viable alternative for creating a Cures Act
Record.

If a patient could build a Cures Act record, there is nowhere to
keep it.

In 2004, France and the US both established the goal of having lifetime electronic health records. France
has established repositories for 70 million individual records and the US has essentially none. The US has
collected massive quantities of electronic health records for individuals, but the records are scattered
and stranded in provider EHRs, health plan claims records, and records in laboratories, pharmacies, and
other health system participants.

Repository Goals
A Cures Act record, together with its repository, must meet all the goals stated in the act, or at least
logically be part of a process designed to eventually meet those goals. These include:

e Patient access — patients must be able to see their records

e Alongitudinal digital record — ideally, a complete lifetime record of the individual’s health-
related information

e Easy to understand — while this is obviously a major challenge, the intent is for the patient, as
opposed to health professionals, to understand the information in the record. A good first step,
for both the patient and the providers, would be to orient the information around the patient’s
problems —including the problem of “maintaining wellness.”

e Secure — patients need to trust that their records will be available for their lifetime for the
purposes that they choose and no others — shared and modified only in appropriate ways, with
traceable sources, presumably audit trails.

e Updated automatically — when a health-related event occurs, the event is recorded in the record
at that time.

The Act later lists additional requirements, some of which are:

e Available for research at the option of the patient — while HIPAA permits the sharing of
deidentified patient data for research, the patient may well wish to participate either passively
or actively with identified data. For example, if the patient so chooses, it should be easy for the
patient to be notified of relevant clinical trials and to make their identifiable information
available to registries for specific conditions.
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e Computable format — information in the record should be in a standardized digital format that
lends itself to exchange for all the uses the patient wishes. Currently much legacy information is
in C-CDA format, but FHIR resources are the current direction of data standardization efforts.

e Ability to “inspect, obtain a copy of, and transmit to a third-party a copy of [an] individual’s
protected health information” — this implicitly requires the ability to change a Cures Act records
repository by moving your Cures Act record from one repository to another.

Repository Alternatives
There are a number of existing and potential alternatives for Cures Act repositories:

e Personal Health Records associated with PHR apps

e Provider EHRs, particularly where they are located with a patient’s “Medical Home”
e Regional and state HIEs

e QHINs

e Health plan records

e New, dedicated Cures Act repositories

e Anindividual’s private data space, likely associated with their mobile phone

None of these options currently provides a repository meeting Cures Act requirements. The attachment,
Evaluation of Alternatives for Cures Act Repositories, lists the current limitations of each of the major
alternatives. Without some external impetus, such as a Cures Act 2.0, none is likely to. The steps needed
to create a Cures Act repository for each option vary, and we are not detailing them for all the options in
this analysis. Our recommendations include an approach that would allow any of the options to become
a Cures Act repository. However, because our committee’s primary focus has been on the potential for
regional and state HIEs to become Cures Act repositories, we will discuss that option in more detail.

While State and Regional Health Information Exchanges could be
repositories for Cures Act records, this potential has, in most
cases, not been achieved.

Our committee has looked at state and regional HIEs as potential Cures Act Repositories because they
have, in many cases, already collected a patient’s data from a variety of sources. In this section, we will
refer to these geographic HIEs as simply HIEs, although there are many other forms of health exchange.

A primary function of most HIEs is to make their provider-participant data available to all providers
within their geographic areas via a “Community Health Record.” Since this aggregates the data for
individuals from the providers, they have a head start on a key requirement of the Cures Act — creating a
provider-independent longitudinal record. While many individuals have providers outside of a single HIE
geographic area, most will have most of their providers within one or a few HIE areas.

There are several studies of geographic HIEs, including in the journal Health Affairs. The HIEs were given
an initial boost of funding by ONC, with one or more designated HIEs in most states. As Health Affairs
points out, some of these original HIEs have failed to develop sustainable business plans, and have
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disappeared. However, a recent study by the University of Nevada and the Nevada HIE, HealtHIE, points
out that there are on-going and at least marginally funded HIEs in many states.

HIE . Number of |% of Cumulative % of
Covered population . .

Assessment States Population |Population

High 91,701,909 14 27% 27%

Moderate 159,103,147 19 47% 75%

Low 74,372,756 13 22% 97%

None 10,693,572 4 3% 100%

For HIEs to become Cures Act repositories, they will first need to provide patient access as we previously
discussed. Patient access is the key to fulfilling the rest of the requirements for providing Cures Act
records and holding them in a repository.

Once patient access is available, and the HIE has identified the patient, the patient can finally have a
definitive FHIR endpoint: The combination of the HIE endpoint with the patient ID at the HIE serves this
purpose. The HIE endpoint would also be a repository endpoint, once the HIE was certified as such. The
authority for requiring certification might be the use of the HIE as the Cures Act repository for Medicaid
patient records. In multiple states, participation in the state HIE is mandatory for Medicaid recipients.

Once there is a definitive patient identifier associated with the patient’s Cures Act record and repository
(at the state, not the federal level, similar to the current approach with the Real ID program with driver’s
licenses), several of the Cures Act requirements become much easier to meet. Specifically, “Update
automatically” now becomes feasible for the patient record. As part of registering at a provider, patients
can provide their healthcare “Real ID” identifier. On completion of a provider visit, the provider EHR
could automatically update the patient’s Cures Act record using the definitive patient identifier.

HIEs currently have limited abilities to complete patient records by acquiring information from outside
their geographic areas. If out-of-area providers are not participants in one of the national-level HIEs, such
as eHealth Exchange, Commonwell, or the QHINs (as most are not), then an HIE cannot currently gather
the patient’s information from the provider. The combination of provider FHIR APIs (currently required
for certified provider EHRs), FHIR identifiers for patients at a Cures Act record repository, and HIEs with
FHIR apps acting as third-party representatives for the patients, provides a straightforward way for HIEs
to complete the patients’ Cures Act records. Patients could identify the presence of such records via their
health plan claims data and HIEs could directly interface with both out-of-area providers’ EHR FHIR APIs
and even with in-area providers’ EHR FHIR APls of non-HIE participants. This cooperative effort between
patients and their HIEs could add many missing elements to the patient’s Cures Act record.

Once the patient actually has a Cures Act record in a repository with patient access, the patient could
directly exercise control over access by others to the record. There are existing laws, both federal and
state, that require explicit patient approval for access to certain information, including, for example,
information relating to mental health, substance use disorders, and sexually transmitted diseases.
Patient approval is also required for identifiable personal health information to be provided to
researchers and to social services. Patients may also want to restrict other portions of their health
information simply for privacy reasons.
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Some HIEs have developed procedures for patients to exercise some of these controls, but in the current
system, the process is cumbersome and limited. Most HIEs provide limited information to patients about
how to exercise any control over their information. The Rochester RHIO website provides an example of

a conscientious effort to meet the need of patient control and shows the associated complexity.

Patient controls can be integrated into patient access. An example is Connie, a Connecticut HIE, to
include “patient mediated affirmative consent” in their patient portal for sharing Substance Use Disorder
information, covered by federal law ( 42 CFR Part 2).

HIEs we have spoken with have raised several issues that they feel inhibit their ability to become Cures
Act repositories, including establishing patient relationships, limitations due to Business Associate
Agreements, and storage and data transmission requirements for the Cures Act records. In addition, one
HIE manager summed up the problems as:

“The main barriers for HIEs to serve the role for patient access are: 1) Funding, 2) Staffing. 3) non-
participation by providers, 4) Information blocking by EHR vendors including charging unreasonable sums
to connect to the HIE or charging the hospital/provider high additional costs for maintaining an interface
with an HIE.”

A major concern is that HIEs don’t have a direct relationship with patients, only with their providers, and
that establishing those patient relationships would be a major undertaking. HIEs run on very small
budgets, and this could be a significant added expense. This concern may be eliminated by out-sourcing
the patient relationship (and patient identity assurance) to third-parties, and some PHRs, including
Selfiie, Otis Health, Ciitizen and bWell, provide NIST IAL2 identity assurance and HIE access. As
mentioned above, the success of this approach is still undetermined. The problem, and one which is
likely to arise with QHIN participants and sub-participants as well, is that demographic matching is still a
haphazard affair. The demographic information passed to the HIE may not be sufficient to match, with
high confidence, all the data at the HIE that belongs to the patient.

HHS states that “An individual’s right under the HIPAA Privacy Rule to access PHI [Personal Health
Information] about themselves extends to PHI in a designated record set maintained by a business
associate on behalf of a covered entity.” However, in the same paragraph, HHS immediately provides a
potential loophole: “However, if the same PHI that is the subject of an access request is maintained in
both the designated record set of the covered entity and the designated record set of the business
associate, the PHI need only be produced once in response to the request for access. See 45 CFR
164.524(c)(1).” So, an HIE could take the position (and some have) that individuals can obtain their
records from each provider. Since the point of an HIE is to aggregate records to simplify access to an
aggregated record, this response is inconsistent with the goal of easy access for patients to their data.
While at least one HIE is reworking its BAAs, possibly to avoid the loophole, additional legislation might
be needed to eliminate the loophole.

Storage and data transmission resources would be required at HIEs for them to become Cures Act record
repositories. For HIEs with good provider coverage in their area that maintain a “Community Health
Record” as the aggregate of all their participant providers’ patient health information, the incremental
storage should be modest — they would need to add the out-of-area data for the Cures Act records of
their patients. HIEs that current act only as transporters of information, without maintaining it locally,
would have more significant data storage requirements to become Cures Act repositories. And some
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hybrid HIEs that retain some information between queries, but gather additional information on
demand, would have an intermediate need for additional storage.

The amount of additional data transmission capability needed is unclear and probably unknowable
without some implementation experience. On the one hand, moving to a FHIR infrastructure, so that
targeted FHIR resources are requested rather than full C-CDA documents, should reduce transmission
requirements. On the other hand, patient access would increase requirements to some extent. Patient
access would have several components:

e Access to manage and control access to their data
e Actual viewing of data to support their health needs

Based on the limited experience HIEs have with patient access, it is hard to determine the size of these
requirements. However, the control function is likely to be relatively low bandwidth.

FHIR APIs in EHRs, already required for ONC certified EHRs, have the potential to reduce the cost burden
of HIEs connecting to providers. The current model, with HIEs having to develop interfaces to each EHR,
should gradually pass into history. For this to occur, the bulk transfer function of FHIR will have to
become stable and scalable, as was mentioned by several sources.

Although the potential for HIEs to become repositories for Cures Act record seems clear, HHS has failed
to provide incentives, or even significant guidance, to HIEs to enhance their capabilities for this purpose.
And HIEs, unlike health plans and provider EHRs, have no specific guidance on developing FHIR APIs to
allow them to be full participants in the future FHIR ecosystem.

Patients have very limited control over their health records,
including sharing them for research and social services purposes.

Regardless of the way a patient accesses their records today — via patient portals, PHRs, HIEs or
(potentially) TEFCA QHIN IAS — patients have very little control over how their information is shared. A
patient may try to share information from a patient portal with providers, researchers and social services
helpers, but such information is not easily included in their work flows. PHRs may share bulk anonymized
data with researchers, without patient consent, but don’t generally have ways for patients to actively
participate. As discussed above, HIEs sometimes have approaches to provide some patient control, but
they are often manual. HIEs are experimenting with becoming Health Data Utilities to support Whole
Person Care but are still working on how to automate the patient controls required for sharing health
data outside the strict HIPAA boundaries.

QHIN TEFCA has not, and is unlikely to, result in Cures Act records
and repositories.

The first requirement for a Cures Act record is that it has patient access. As discussed above, the
Individual Access Service currently appears to be unusable and apparently has limited support from the
QHINs.
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But even if IAS worked perfectly, it appears it would just move data at the time of execution of an IAS
query. There is no provision within the QHIN TEFCA Framework (QTF) to “automatically update” a
patient’s record — a new patient query would be required to get an update.

While both CMS and ONC Cures Act implementing requlations
identify Fast Healthcare Interoperability Resources® (FHIR) as
“the foundational standard to support data exchange via secure
application programming interfaces (APIs),” there has been little
support for implementing the necessary infrastructure for a
working FHIR ecosystem.

In our comments in December 2020 to the CMS National Provider and Services Directory RFI, we listed
the missing infrastructure needed to build a FHIR ecosystem. Some of the major current infrastructure
shortcomings included:

e FHIR endpoints for health plan, hospitals and physician practice data sources required by the
current CMS and ONC regulations are still missing for many organizations and individuals

e There is no current program for FHIR endpoints for other health system participant data,
including labs, pharmacies, imaging, HIEs, Long-term care facilities, research facilities, public
health, and social services

e There are no definitive directories for FHIR endpoints and associated applications.

e Utility applications are needed to build Cures Act records

e There is no easy way to match claims information with provider records

e In most cases, third-party applications must on-board with each provider and health plan

e There are no standards for data release and data acquisition with Public Health, Research, Social

Services and Patient Advocacy organizations

Accelerating the development of FHIR standards is not sufficient to create a FHIR-based health
information system. Development of the infrastructure is equally important and it is not currently
keeping pace with the standards development. The recent release of the QHIN Technical Framework
(Version 2) does include some initial steps toward a FHIR infrastructure, but only within the limited
framework of the QHIN architecture.

One commenter noted concerns about FHIR in its current state as the basis for Cures Act records:
“From a data holder side, we've struggled specifically with:

1. Consistently getting user credentials to log into portals for that information.

2. Bulk FHIR data export is still in its infancy even if we wanted to go that route.

3. FHIR at the current state isn't scalable, with the promise of dynamic registration (UDAP) fo
truly scalable access not even available by TEFCA regulations until 2026.
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4. FHIR servers, especially for non-funded groups [such as long-term care and other SDOH
support activities], have significant implementation cost, especially when trying to
outsource that to a third party. These groups just can't afford it, even if they want to.

5. IHE (which TEFCA requires) standards are at scale today. They do require demographic
matching and C-CDA, which you make extremely good arguments against, but it is what
connects all of these groups today.

| definitely understand that's the most scalable option for patients and | absolutely want to get
there, but | do think the current roadblocks are significant.”

The CMS Patient Access to Health Plans API rule does not apply
to most health plans, including some under government, but not
CMS, control

The CMS Cures Act implementing regulation does not apply to employer funded health plans, covering
over 50% of the population.

The regulation only requires health plans under CMS control to implement FHIR APIs that can be
accessed by third-parties acting on behalf of patients, for example, PHRs. Specifically, “CMS-regulated
payers, specifically MA organizations, Medicaid Fee-for-Service (FFS) programs, Medicaid managed care
plans, CHIP FFS programs, CHIP managed care entities, and QHP issuers on the FFEs, excluding issuers
offering only Stand-alone dental plans (SADPs) and QHP issuers offering coverage in the Federally-
facilitated Small Business Health Options Program (FF-SHOP), are required to implement and maintain a
secure, standards-based (HL7 FHIR Release 4.0.1) API...”

However, there are many other health plans under Federal government control, but not under CMS.
These plans include those of the Federal Employee Health Benefit Program, the Bureau of Indian Affairs,
the Department of Veterans Affairs, and the Department of Defense. The Department of Veteran Affairs
and Indian Health Service are implementing FHIR APIs. Both these departments act as both a healthcare
service and a healthcare insurance provider. It is not clear if the APIs will return information from an
individual’s providers outside their respective systems. The DoD and the FEHBP do not appear to have
patient accessible APIs at this time.

While the CMS and ONC implementing requlations provide
security and privacy guidance for FHIR APIs, there are no controls
or limits on the applications that patients might authorize to
access their records.

There is also no certification authority for such applications. There is no approval process for applications
to move patient data from multiple locations to a Cures Act record repository (should such repositories
be established).
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There is considerable unease about unrestricted 3rd party access via FHIR APIs to both EHRs and HIEs.
This concern is in general justified — it is certainly possible for an individual to be duped by an app that
does not have the individual’s best interests in mind and which is not secure. A recent report, “Playing
with FHIR,” by Alissa Knight details many of the vulnerabilities in the current FHIR apps. The French
approach to solving the insecure app problem is to certify apps, just as EHRs are certified, and maintain a
library of the certified apps as part of their overall Mon espace santé (My Health Space) project, which
also includes a sharable health record for each French national health plan member, secure messaging,
and an individual “medical agenda”, including appointments and needed preventive care.

Rather than certification of all apps, an intermediate position would be for apps used for purposes
where a higher level of trust is required, such as research apps, including the All of Us app for acquiring
participant data, to be certified like EHRs. This would allow them to act on behalf of an individual
without the individual’s continued involvement and reauthorization of the app.

Regulations and laws on unauthorized release of Protected
Health Information may be causing legal intentional or
unintentional “information blocking” that inhibits creating Cures
Act records for patients.

Once Cures Act records and repositories exist, maintaining them is straightforward: At each encounter
with a patient, the provider as a matter of routine deposits the results of that encounter in the patient’s
Cures Act record repository account. Creating the initial Cures Act repository record, however, requires
moving the existing fragments of records, scattered among the patient’s doctors, hospitals, laboratories
and other health participants, into the Cures Act record. We have discussed above the difficulties
involved with each of the principal alternatives: DYI, PHRs, HIEs and QHIN IAS. In the DYl and PHR
approaches, the patient must register at each provider’s portal in order to collect information. This is a
significant burden for patients with many providers. In the HIE and QHIN approaches, the HIEs (and PHRs
accessing HIEs) and applications using QHIN IAS would seek to eliminate or reduce this burden by
aggregating the patient’s data from multiple providers in their participant base. QHINs, and to a lesser
extent, HIEs, do this by using demographic data associated with the patient to match records. Patient
matching as described might in theory be an effective method of finding a patient’s health records, but
decades of studies have shown both that some patient’s records may be missed, and that, occasionally,
some records that are not the patient’s may be retrieved. Section 4007 of the Cures act required a “GAO
study on patient matching.” This study was completed; however, the problems associated with the use of
demographic information that were identified in the study have not been solved. This is the perspective
of one patient healthcare applications vendor on how this situation applies to patient access:

“Key vendors and providers in our healthcare system have resisted individual access efforts. They have
suggested that individual access requests are not secure, and have intentionally delayed some
nationwide networks from enforcing participants that enable the Treatment purpose of use to also
enable the Patient Request purpose of use. Due to these delays and complaints, Carequality made
changes to their framework to require encrypted tokens containing verified patient credentials, which
enables assuredness that every patient has been identity proofed to IAL2 by a certified identity
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vendor. But the goal posts have once again moved further: now those same healthcare vendors claim
that demographic matching of patient requests for data is inherently risky, and that they have no
indemnification against a privacy breach should a demographic match yield the sending of patient data
to the wrong patient.

The irony is that these vendors feel they are protected in the same situation for the Treatment purpose of
use; that should a bad demographic match occur and they send the wrong patient's data to the provider,
that since the recipient is a covered entity then they have not caused a privacy breach under HIPAA, and
are indemnified. This is not really true, and the persistent belief is harming the individual access use

case. Yetthey maintain that there must be a national identifier for patients, or a federated identity
solution prior to allowing individual access. These are just more delay tactics.

In order to truly give patients agency over their healthcare, they need unfettered access to their own
health care records. The efforts by healthcare vendors and their clients to impede this due to security
and privacy concerns are a charade designed to enable them to keep control of the valuable records, and
continue selling them "anonymized" out the back door of hospitals and practices.

One solution is to indemnify covered entities on patient access requests for mismatched patients. Of
course, they need to achieve a reasonably high bar in their demographic matching algorithms'
functionality, and those rules and algorithms should be discoverable in a potential breach. (In other
words, they should be using industry-best practices for demographic matching of patient data, and err
on the side of caution in situations where there is more than one potential patient match to the
demographic data). If providers no longer feel extreme risk in participating, then participation will
increase. Further, it enables the mandating of participation by the national networks for individual
access for any that are participating in the Treatment use cases.

Another solution is to treat a breach of an individual patient record due to demographic mismatch much
less harshly from those of mass breach or willful or negligent breach of an individual patient. |If potential
fines, penalties and required actions for these types of breaches was minor as compared to other
breaches then participation will pick up.”

In our study efforts, these issues have manifested in several ways:

e Problems with remote IAL2 patient registration
e Apparent problems with matching records at HIEs

As we described above, two out of four individuals were unable to register successfully with CLEAR IAL2
remote identity proofing. No reason is given for the failure to match, and there was no recourse
suggested by the vendor. Initially, one of the two efforts to match with ID.me was also unsuccessful, but
the system followed up the failure with the option of sending a code to a home telephone number for
further verification and was then successful.

Once this first hurdle was passed, and the four individuals attempted to actually retrieve data from HIEs,
none was retrieved from the target HIEs. This could occur due to an actual absence of data, or to a
failure to achieve a demographic match. At this time the reasons are undetermined. This at least
suggests that the feedback is insufficient. One individual’s attempts to use the QHIN IAS service from two
PHR applications were also unsuccessful, with the error messages indicating that demographic matching
was the problem.
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Identity proofing of patients to the NIST IAL2 level remotely may
not be a scalable or even feasible approach for initiating patient
access to Cures Act records.

In the course of our current project to evaluate patient access to HIEs, four individuals have attempted to
use certified NIST IAL2 vendors for remote identity proofing. Each attempt took around an hour to
complete, and involved bouncing between an application using the certified vendor and the application
itself. All four individuals have had stable demographic information — addresses and phone numbers, etc.
— for an extended period. All four individuals attempted to use an app with CLEAR as the certified IAL2
vendor. Two were eventually successful in registering with CLEAR. The remaining two attempted to use a
different app, with ID.me as the IAL2 vendor, and were successful with it. There were a variety of hurdles
in all the attempts. Widespread use of this approach by patients seems unlikely because it is so
complicated and inconvenient. While the processes might be somewhat streamlined over time,
alternatives should be considered.

The recent move of the Social Security Administration to IAL2 verification for access to SSA accounts may
be a test case for a limited requirement for that level of identity assurance to access Cures Act records. If,
as with ID.me, the provider of the SSA service, the process only needs to be done once and the resulting
verification can be used for multiple purposes, users may find IAL2 identity assurance acceptable.

Recommendations

Expand the participants defining and prioritizing the objectives
for Cures Act records and repositories

Patient advocacy organizations such as the National Health Council; research activities supported by
patients, such as the All-of-Us program of NIH; and organizations supporting the integration of clinical
and social determinants of health, such as Civitas and its Health Data Utility members, should be added
to the clinical care providers and health IT software developers that have dominated ONC activities.

Mandate modern spiral development approaches to the
development of Cures Act records and Cures Act record
repositories.

Creating full Cures Act records for all Americans who want one is a significant undertaking and will take
years. Unfortunately, we have spent the last 20 years since ONC was established (and the almost eight
years since the Cures Act) on undertakings that don’t actually create Cures Act records or places to put
them. However, the efforts we have taken have put us in a better position to undertake the task. Health
records, though scattered, are largely digital. State and regional HIEs have collected significant portions
of the scattered records. There have been major developments in identity management, particularly in
biometrics. Standards, like FHIR, have been developed.
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It would be a mistake to now undertake the task of developing Cures Act records by the classical
“waterfall” approach - the waterfall approach develops detailed requirements (takes a long time and
tends to have everything including “the kitchen sink”), goes out for bids, awards a contract, waits several
years for the system to be developed, fails the system because there is no kitchen sink, and restarts the
program because the requirements and solutions have (surprise!) changed during the decade between
the original concept and system delivery.

Spiral development is pretty much the opposite - start with the basic requirements, field a system
quickly, figure out what needs fixing, fix it, add requirements, and repeat indefinitely.

One doctor involved in a (now defunct) HIE, said what he wanted was “labs, meds and rads” when he
saw a new patient. OntarioMD has begun its interoperability program with just those elements, and
plans to expand based on the highest priority use cases of its members. The French are sequentially
rolling out the elements of their My Health Space program and webcasting to all interested parties the
uses they are being put to, including to support activities related to the Social Determinants of Health
(SDOH). There are many ways to build a spiral development, while keeping the ultimate goal of a Cures
Act record in mind.

Fund multiple activities with the potential to provide at least
some patients accessible Cures Act records and repositories
within two years of the implementation of Cures Act 2.0.

There are multiple possible developers and holders of Cures Act repositories, as mentioned above:
Personal Health Records, Provider “Medical Homes,” geographic HIEs, QHINs, Health Plans, new
entrants, and an individual’s private data space.

One first step might be to have an open competition, much like the DARPA robotics and autonomous
vehicle challenges, to select some of the most promising efforts for funding initial operational systems.
DARPA-H is a possible manager of the challenge.

Like the other challenges, meaningful performance measures should be developed and used.

Identify and fund the necessary nationwide infrastructure to
support FHIR implementation in coordination with HL7.

To correct the infrastructure shortcomings identified in our conclusions, the following steps should be
taken:

e Determine the reasons for the missing required FHIR endpoints at health plans, hospitals and
physician practice data sources and take the necessary steps to provide them. These would
include requiring FHIR APl implementations by both non-governmental health plans and the
non-CMS government health plans. As suggested in the CARIN webcast, this may require
consultation with the states requesting them to require FHIR APIs for non-governmental health
plans registered to do business in their jurisdictions or use of other government agency
authorities beyond CMS, such as the Department of Labor..
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e Incentivize providing FHIR endpoints for other health system participant data, including labs,
pharmacies, imaging, HIEs, Long-term care facilities, research facilities, public health, and social
services

e Provide directories for all FHIR endpoints.

e Support development of trusted utility applications needed to build Cures Act records.

e Update claims standards to include the necessary information to link claims records to provider
data endpoints. This would include standardized provider names, the National Provider
Identifiers (NPIs) for the provider and the holder of the provider’s data, and a directory that
matches the NPIs with FHIR endpoints. While some FHIR endpoints do appear in the NPPES
directory of NPI, they are entered by providers and are frequently wrong. The endpoint entry
quality control process should be strengthened.

e Approve by regulation the dynamic registration of trusted apps — apps that meet adequate trust
standards should not need to register with each provider or other health care participant API.

e Standardize patient authorization for data release and data acquisition with Public Health,
Research, Social Services and Patient Advocacy organizations.

Taking these steps will require an appropriate implementation organization, similar to that of the early
Internet. HL7 can serve an equivalent function to the standards setting Internet Engineering Task Force
(IETF). The expanded patient-centric oversight group suggested above is analogous to the Internet
Activities Board (IAB). The missing element is the equivalent of the Internet Network Information Center,
which managed the key infrastructure elements, including the necessary directories.

Fund activities to support the use of Cures Act records for
research purposes under patient control

All-of-Us is an NIH research program with over 560,000 fully enrolled participants. The participants have
volunteered to have their data available for research. The program is limited, however, by the lack of
complete data for participants. Most have uploaded data from a single source, not all their providers. In
addition, the data is deidentified when used for research, which limits the research that can be done on
the data and limits the ability to contact patients about research results that might be of interest to
them.

All-of-Us recognized that there might be some potential to working with HIEs to get more complete
records, and issued an RFl in 2022 to get input on this possibility. We responded to the RFl in September
2022. We pointed out that, while HIEs could potentially be a source of more complete records, few had
patient access via APIs or portals or consent mechanisms that would allow patients to easily authorize
those records to be transmitted to All-of-Us. We suggested that they work with an HIE to solve these
problems.

We have not received any additional information from All-of-Us about their plans, but we have since
identified additional HIEs that have patient access and significant numbers of All-of-Us participants
within their geographic areas that may be good test cases.

We also suggested that All-of-Us consider either becoming a Cures Act repository, or assisting an HIE in
becoming a Cures Act repository.
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We recommend that Cures 2.0 fund one or more implementations of the Cures Act goal of making the
patient’s data “available for research at the option of the patient.” This could include an HIE-All-of-Us
cooperative effort or other test cases selected by the expanded panel reviewing Cures Act record
objectives.

Fund activities to support the use of Cures Act records for Whole-
Person Care purposes under patient control

Health Data Utilities which have formed in some states extend the sharing of data to provide “whole-
person care.” The Michigan health data utility model is now being implemented by the Michigan Health
Information Network (MiHIN) shared services. The model includes organizations beyond clinical care
providers previously supported by the HIE, including “211 or social services hotlines, Wellness Programs,
Dentistry, Eldercare Services, Schools, Foster Care, City & County Health Depts, Community Based Orgs,
Food Pantries, Transportation Authorities, Social Service Hubs, Therapists, Safety Net Programs and First
Responders.” Many of these groups support the Social Determinants of Health (SDOH) components of
care. Lack of SDOH support accounts for a large amount of health disparity between various population
groups.

One commenter pointed out both the desirability of SDOH support via shared information and the issues
in providing it:

“My experience in the world of scalable exchange is even if the patient or provider pulls the record, even
if that SDOH data is in the record, it's rarely in the actual C-CDA document. Even then, it's rarely parsed
out because of the newness of even certain elements being added to USCDI. We've pushed for more
scalable access in the past, and with better coding for discrete data reconciliation, but that hasn't stuck
and is still a big problem. | always reference the MedCity article - two similar people have massively
different life expectancies just based on the zip code they're in. How we're not making this a massive
priority in the US still escapes me.”

We recommend funding projects that expand of Cures Act records to provide a two-way exchange of
information, under patient control, between clinical care providers and SDOH support activities. Civitas
has taken the lead in this area, but funding is extremely limited and the lack of Cures Act records and
repositories limits the effectiveness of HDUs.

Identify and certify applications that can interact with Cures Act
records for the benefit of patients

The language in the Cures Act implementing regulations is silent about required characteristics of third-
party applications that access FHIR APIs in certified provider EHRs and health plans. In theory, if a patient
can be identified to the APl owner, states that they wish an application to connect to the API, and the
application successfully meets the technical connection criteria of the APl vendor, then the provider or
health plan owner of the APl must allow the connection and must download the patient’s information. In
practice, both the vendors and the APl owners are very reluctant to send information to applications that
have no evidence of being trustworthy. The APl vendors have individually taken steps to try to dissuade
patients from using applications they deem untrustworthy. A typical measure is to send messages to the
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patient during the sign-up procedure to the effect of “let the buyer beware, you are about to release
your information from the HIPAA protected zone.”

In the current environment, where PHRs and other Third-Party applications operate on behalf of the
patient, the potential harm is limited by having the patient sign on to each provider or health plan with
the sign-on information used to sign on to the provider or health plan portal. Whatever identity proofing
was used for signing on to the portal is assumed to be sufficient to sign on to the API via the Third-Party
app. This is not necessarily, in fact is usually not, a NIST IAL2 compliant identity proofing; but if it was
good enough for the portal, it is deemed good enough for the (possibly untrustworthy) app.

With a Cures Act record, the trust problem is compounded, since the record has data from not just one
provider or health plan, but all the patient’s providers and health plans. Having patients verify
themselves to each of their health plans and providers in order to access their Cures Act record makes it
not a Cures Act record, since it would not be easy to use. The alternative is to trust the identity proofing
of the application. But since the application is not necessarily trustworthy, this alternative is
unacceptable as well, even if patients are NIST IAL2 identity proofed.

We recommend that applications that access Cures Act records meet strict standards of trustworthiness,
based on criteria determined by the expanded patient-centered objectives oversight group
recommended above.

Remove unnecessary barriers to creating Cures Act records by
removing excessive penalties for good-faith efforts to provide
patients with their records and providing guidelines for patient
matching with demographic data.

Aggregating patient records based on demographic matching is ubiquitous. Many EHRs have the ability
to aggregate records from different providers using the same EHR vendor. HIEs aggregate the records for
individuals from their participants. Carequality, eHealth Exchange, and QHIN TEFCA (in theory) aggregate
records from their participants (and sub-participants, for at least QHINs), attempting to create at least a
snapshot complete record.

The ONC site on Patient Demographic Data Matching lists a number of standards in the area, but they
appear to primarily relate to inter-provider uses, not to release of aggregated data to patients. It also
states matching “At a minimum, ... is accomplished by linking multiple demographic data fields such as
name, birth date, phone number, and address.” It does not clearly state that a match on these fields is
sufficient to avoid litigation, nor does it explain what might be sufficient. Most of these fields are subject
to minor differences when entered by a patient into multiple providers’ EHRs, and for treatment
purposes, minor differences are currently considered close enough. But no clear guidelines seem to have
actually be established, and guidelines for release of data to patients appear non-existent — the GAO
study did not seem to address this use case.

We recommend that Congress request ONC develop guidelines for patient matching for release of
information to patients. We also recommend that Congress pass legislation that either completely
indemnifies all parties for good faith efforts for patient matching to release data to the patient, or
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minimal penalties for such release. Finally, we recommend looking at the problem from the perspective
of the patient. For example, patients will usually have access to their health plan data, which identifies
many of their providers and the date and times of treatment. Cross-referencing this with provider data
may allow even more accurate patient matching.

Direct TEFCA QHIN activities to provide greater transparency and
to support the initial implementation of Cures Act records in
Cures Act repositories.

There are currently no public statistics on the TEFCA QHIN rollout that would allow an assessment of its
likelihood for successfully implementing patient access via the Individual Access Service.

Should ONC’s TEFCA architecture become operational at a practical scale, and if the TEFCA IAS service
could be made to work, it could support the creation of Cures Act records and repositories. QHINs, QHIN
participants and QHIN sub-participants that wished to help build Cures Act records and be Cures Act
repositories could use IAS to gather the information to create an initial Cures Act record.

Once a Cures Act record was created and placed in the repository, the Cures Act requirement for the
record to be “updated automatically” would come into effect. As we have suggested, this can be
accomplished by providing the Cures Act record FHIR endpoint to providers on a patient’s first encounter
with the provider, together with a “push’ transaction at each encounter with the patient to update the
record. Once Cures Act records have been established, the TEFCA QHIN structure would no longer be
needed. Future transactions would be point-to-point between providers or between providers and Cures
Act records. The TEFCA architecture in this environment was described in HRBA’s 2021 System Design
Proposal for Interoperable Health Data Exchange Under the Cures Act.

We recommend that Congress have ONC provide publicly available information on the progress of
providing Cures Act records and repositories, including meaningful statistics from the TEFCA QHIN
rollout. These statistics should include the number of participating health establishments by category
and the actual use of the Individual Access Service by patients and the use of the Treatment use case by
providers.

We also recommend that Congress direct that the TEFCA QHINs support the creation of Cures Act
records by transferring the scattered patient information to Cures Act record repositories so that patients
have as much of their past history captured before the transition to a FHIR-based system in which
records are “updated automatically” as required by the Cures Act.

Direct and fund the experimentation with and implementation of
simplified methods of patient identity proofing to allow patient
access and control of their Cures Act record.

The final link in the trust chain extending from provider EHRs and other health care participant’s data
through the Cures Act record repository is the patient. Working backward, assume the patient has been
trustworthily identity proofed to the Cures Act repository. Further assume that the Cures Act repository
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is both identity proofed and deemed trustworthy to the providers and other health system participants.
Under these circumstances, providers should trust the Cures Act repository to be the true agent of the
patient. This is especially true where the patient is identified by the FHIR endpoint concatenated with
the FHIR endpoint of the patient. If patients identify to providers in person at the equivalent of the NIST
IAL2 level, and provide their FHIR endpoints, then providers can confidently both use the patients’ Cures
Act records and submit data to those records.

Patients do generally provide both a Real ID in the form of a state issued driver’s license or alternate
credential and (in most cases) a health plan ID to providers on a first visit. This is close to a NIST IAL2
identity proofing. An additional refinement, which is how the French initially established a “sharable
health record” for individuals, was to have the health professional initiate the creation of the “sharable
health record” after the individual had identity proofed to the health professional.

We recommend that Cures Act 2.0 replace the guidance in Section 4007 of the Cures Act on patient
matching. The updated guidance should implement an approach based on positive identification of an
individual and transmission of that positive identification through the trust chain as suggested above.

The Target Architecture

The combination of requirements in the Cures Act, including Cures Act records and FHIR-based
communications and data interchange, results in an architecture with a simple structure (see the next
page). HRBA's 2021 Systems Design Proposal for Interoperable Health Data Exchange Under the Cures
Act provides more details on the Cures Act repository element of the architecture. Some of the steps
involved in getting to the target architecture are described here.
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A Simple Cures Act Architecture in a FHIR Ecosystem
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